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Symbol Definition

WARNING: Indicates information that a potentially hazardous situation which, if not avoided, could
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ESD HAZARD: Indicates information that Danger of an electro-static discharge to which
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Windows 10 Enterprise LTSC 2021 Operating System Installation Guide

WIN 10 Operating System Installation Guide

ﬁ Attentions:

® This guideline is only applicable to closed network node operating system.
® Beforeinstallation, please read relevant user manual and observe safety notices.

® Please refer to the computer user manual for specific instructions or log on the
website of the computer supplier to obtain relevant information.

Section 1 Flow for Installation of Windows 10

The operation system is named Windows 10 in this guide; the flow for installation is shown in
Figure 1-1.

Installation of Windows 10 I

Create logic partitions for hard disk

Install drives

System optimization and properties settings I

System purification

Check

Figure 1-1 Flow for installation of Windows
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Section 2 Installation of Windows 10

Applicable operating system of this guide is Windows 10 Enterprise LSTC 2021-English-64Bit OS,
the installation steps are as follows.

1. Boot up the PC with the installation disk of Windows 10.

Boot up the PC and set disc as boot disc. Insert the installation disk of Windows 10 into
CD-ROM, and then enter into the Windows 10 setting interface.

Choose the Installation Language
Language to install: English(United States)
Time and currency format: English(United States)

Keyboard or input method: US

w e e e N

Start to install

Click “Install now” to start installation.

4. Input product key and add “Next Step” to continue, or click “jump” and input key after
installation.

5. Accept the license terms

6. Choose Installation Mode
Select Custom: Install Windows Only (advanced)

7. Create system disk partition

1) Click Driver options (advanced), select the disk partition then click delete on disk partition
interface to delete all the original system disk partition on disk partition interface.

2) Click New on disk partition interface to create a new system disk partition, the condition
of system disk partition is shown in Table 3-1 List of disk partitions.

3) Then it starts to install Windows 10 up to end.
8. Setting

Select “Use express settings”.

9. Personalize
® User Name: TEMP

® Password: Supcon@1304
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® The hint of password can’t contain the password.

PC Name: (Just for example)

B AdvanTrol-Pro: ##*** (### is the short name for operation node, *** is the IP
address for Host. For example, Engineer Station can be named as ES130; Operator
Station can be named as 0S136.)

B VisualField:###&&_***(### is the short name for operation node, && is the domain,

and *** is the IP address for Host. For example, Operator Station can be named as

0S15_160.)

@ Tip:

The user named “Temp” will be deleted and the computer only has four users,
Administrator, DefaultAccount, Guest and WDAGULtilityAccount. However, in order to
normal execute system installing; the user named "Temp" set here is a must.

10. Finish.
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Section 3 Create Logic Partitions for Hard Disk

Entering “This PC” in Search and right clicking it, select “Manage” in right-click menu, Computer
Management interface will pop up, in which click Disk Management below Storage, and then the
condition of system disk partition will be shown in the right column.

=y

Tips:

® |[fthereis no “This PC” icon in the default desktop, right-click in the blank and choose
“Personalize”, select Themes in the left menu, click "Desktop icon settings" below
the "Related Settings", and then select “Computer” in the interface “Desktop Icon
Settings”.

® Before personalizing, user needs to use product key to active Windows 10.

Firstly, change CD-ROM to Disk G. Secondly, then select right-click menu “New Simple Volume...
at the unallocated disk to divide the disk into disk D, disk E and disk F. Partition standards are as
follows.

Table 3-1 List of disk partitions

Hard disk Disk Local Disk C Local Disk D Local Disk E Local Disk F Local Disk
space icon (system disk) | (data disk) (backup disk) | (own disk) G
Format NTFS NTFS NTFS NTFS
2160G CD-ROM
Capacity | 102400MB The rest 20480MB 20480MB

Application guideline of each partition is as follows:

® Operating system and Supervision software are to be installed on Disk C.
® Disk D is to be used to store supervision running data.

® Disk E is to be used to backup setup programs, engineering configurations, drivers and
etc.

® Disk F is to be used to store process database file (history trend, alarm record, report etc.)

which is created by supervision software or other working files.

After finishing logic partitions for hard disk, please backup files in the Windows 10 installation disk
by copying it to Disk E.
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Tips:

® |f you want to reassemble the operation system, you just need to format Disk C
directly and it is no necessary for logic partitions for hard disk over again.

® |[f thereis the rest of hard disk space, the capacity of disk C can be broadened
according to circumstances.
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Section 4 Install Drivers

1. Installation

In the light of host configuration, run the main board driver disc and the integrated components
driver disc provided by the host manufacturer, and install every component following hints of
installation wizard. Restart computer after finishing installation.

However, if you don’t know which drivers should be installed by referencing the wizard, please
open the Device Manager in Computer Management interface, it is shown as Figure 4-1, in which
those components without finding drive (marked with a yellow interrogation mark or exclamation
mark) need to be installed.

A Computer Management = O x

File  &ction Wiew Help
o= | nm HE 2

é- Computer Management (Local) w :.l.: DESETOP-RM2ZHORPF Actions
o —
~ |17 Systern Tools I Audioinputs and outputs T T .
@ Task Scheduler 3 Computer
12 Eventiewer s Disk drives Mare Actions 4
22 Shared Folders & Display adapters
& Local Users and Groups - OVD/CD-ROM drives
II%"E@II Performance fHn Hurnan Interface Dewices
:.j.: Dewice Manager =z IDE ATALATAPI controllers
w =5 Storage E= Keyboards
=7 Disk Management @ Mice and other pointing dewices
_-::.;_- Services and Spplications [ Maonitors

I Metwork adapters
w BY Other devices
Bi PCI Serial Port
H Portable Devices
i Ports (COM & LPT)
= Print queues
[ Processors
B Software devices
| Sound, video and game controllers
&y Storage controllers
i3 System dewices
§ Universal Serial Bus cantrallers

Figure 4-1 Device Manager Interface

2. Backup
Backup the corresponding drivers to disk E.

3. Check
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There should be no item marked with yellow interrogation mark or exclamation mark in interface
Device manager after finishing the installation successfully.

ﬂ Attention:

After finishing the installation of drivers, open the interface "Uninstall or change a
program” of Control Panel and check if the software NVIDIA nView Desktop Manager
(NVIDIA nView) has been installed. If it has been installed, please forbid or uninstall it.
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Section 5 System  Optimization and Properties

Settings

ﬁ Attentions:

® The properties which are not mentioned remain default.

® Settings of different hosts may be different, please set system according to the fact.

This chapter introduces how to set user accounts, display properties, taskbar and start menu, time,
language, system properties, firewall, services, network properties and so on.

5.1 User Accounts Settings

5.1.1 Set administrator account

1. Enable administrator account

Right click “This PC”, select “Manage” in the right-click menu, pop up “Computer
Management” interface. Select “Users” below “Local Users and Groups”, the user

interface shown as Figure 5-1.

A4 Computer Managernent = O X
File  Action “iew Help
o 2F = HE
& Computer Management (Lacal) Marne Full Marne  Description Actions
A -
v Ik Syst;mk'ljsoorjsd | By Adrninistrator Built-in account for adm... Uszers -
L .
O ask Seheduler | Defaultdccount A user account managed.., Mare Actions »

fn_'-| Event Viewer

] Shared Folders g?::;; . Built-in account for ques..,
w % Local Users and Groups )
! Ulseis . &,WD.&GUtility.ﬂ\ccount A user account managed...
| Groups

I-:‘__'ﬁil Performance
M Device Manager
':‘—"'1"* Storage
T4 Services and Applications

Figure 5-1 User interface
Double click “Administrator”, pop up “Administrator Properties” interface. Deselect

“Account is disabled” in “General” option page, and click “Apply” and “OK”.

8
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Administrator Properties ? >

Gereral  Member OF  Profile

k Admirigtrator

Full name:

Deszcription; Built-in account for administering the
camputer/damain

Uzer must change pazsword at nest logon
[ ] Uszer cannaot changs password
Pazsword newver expires
[]tccount iz dizabled

Account iz locked out

Cancel Apply Help

Figure 5-2 Deselect "Account is disabled"

Set password for Administrator

Right click “Administrator”, select “Set Password...” in the right-click menu, confirm the

prompt information then pop up the interface shown as Figure 5-3.

Set Password for Administrator 7 b
Hew pazsward: |-unlu|-----un |
Confirm pazsword: |""""--| |

iy If wou chick OF, the following will occur:

Your lacal uger account will immediately lose access to all of it
enciypted files, stored pazswords, and personal securnity certificates.

If wou click Cancel, the pazswaord will not be changed and no data lozz will
QCCL,

Cancel

Figure 5-3 Set password for Administrator

Type the password then click “OK”.
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5.1.2 Remove user named Temp

Right click user “Temp” in the user interface, and select “Delete” in the right-click menu, as shown

in Figure 5-4.
B4 Computer banagement = O X
File  Action  View Help
= aF XE = HE
& (;omputerManagement(LocaI) Marme Full Marme  Description Actions
h m S}-’st;mk'l'gohlsd | E::Administrator Built-in account for adrm... Users -
L o
% Eas t;' EruIEr &Default&.ccount A user account managed,., More Actions
VT VIRWED B Guest Built-in account for gues...
22| Shared Folders
B Local Users and 6 S AL - _
w B Local Users and Groups == Set P ..
" = Users P B WDAGLIt F rasser =t account managed.., More Actions W
7 Groups All Tasks >
() Perfarmance Delete
o Device Manager -
55 Storage Ename
T Services and Applications Properties
Help
Deletes the current selection,
Figure 5-4 Remove user “Temp”
Remove user named Temp according to the prompt information.
ﬂ Attentions:
® After deleting the user named Temp, you must restart the computer (login as

Administrator) and then set all the properties as follows.

® As for the built-in users, which can’t be deleted such as DefaultAccount,
WDAGUtilityAccount and Guest, please check “Account is disabled” in the properties

interface and click “OK".

5.1.3 Set automatic logon

1. Open “Run” interface by shortcut key “Windows + R”, then type command “gpedit.msc”
and click "OK", “Local Group Policy Editor” dialog box will pop up. Select "Computer
Configuration / Windows Settings / Security Settings / Local Policy / Security Options" on

the left.

10
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=[ Local Group Palicy Editar — O %

File  Action  Yiew Help

x| FEIXEE HE

=[ Lacal Computer Palicy A || Policy Security Setting ~

v i C.or';p;::;r Cosnflguratlon | Metwork security: Restrict NTLM: Add server exceptions in this domain Mot Defined
= \;_ d are Set;.ngs | Metwork security: Restrict NTLM: Audit Incorning MTLM Traffic Mot Defined
v .|nN0ws Re mlgz Pali | Metwork security: Restrict MTLM: Budit NTLM authentication in this domain Mot Defined
arne Resolution Polic
o Scripts (Startup,-‘Shuth):n\tn) | Metwork security: Restrict NTLM: Incorning MTLM traffic Mot Defined
= . | Metwork security: Restrict NTLM: NTLM authentication in this domain Mot Defined
== Deployed Printers
Metweark security: Restrict NTLM: Outgoing MTLM traffic to rernote servers Mot Defined

v Gy Security Settings
A Account Policies

COVERY CONS wy autamatic administrative logon Disabled

v [ Local Policies | Recovery console: Allow floppy copy and access to all drives and all folders Disabled
2 Audit Palicy | Shutdown: &llow systern to be shut down without having to log on Enabled
7 User Rights Assignment | Shutdowen: Clear virtual memaory pagefile Disabled
7 Security Options w | System cryptography: Force strong key protection for user keys stored on the.., Mot Defined
< > | System cryptography: Use FIPS compliant algorithms for encreption, hashing... Disabled v

Figure 5-5 Local Group Policy Editor

2. Double-click "Recovery console: Allow automatic administrative logon" on the right,
select "Enabled" in the pop-up dialog box and click "OK" to save the change.

Recovery consale: Sllow autornatic administrative logon .. 7 >

Local Security Setting  Explain

j' Recovery consale: Allow automatic administrative logan

(@) Enabled
() Disabled

Figure 5-6 Set automatic logon

Eﬁj__, Tip:

Click “OK” or “Save” after modification every time.

5.2 Display Properties Settings

5.2.1 Set Windows themes

Right click any blank area of desktop, click “Personalize” in the right-click menu, and then pop up
the personalization interface, as shown below.

11
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Settings — O X
G Home Background
| Find a setting o
Personalization
I Pd  Background
Colars _:
Cd Lock screen E
@ Themes _
" Fonts Background
52 Start Picture v
& Taskbar Choose your picture

Figure 5-7 Personalization interface

Select “Themes” on the left, and then you can see the personalization interface on the right, as
shown in Figure 5-8. Select “Windows” theme in the “Change theme” window.

Settings -
G Home Themes
Find a setting 5 ] Current theme: Windows Related Settings

Desktop icon settings

Background
Personalization Bd &

Harmony High contrast settings
Ed  Background ’ ﬁ?‘fr blue Sync your settings
&) Colors Q’)) ?o‘f"dg Default
C8 Lock screen b Mouse cursor
Windows Default
Z Themes
. Change theme
B3 Get more themes in Microsoft Store
B8 Start
= Taskbar

Windows Windows (light) Windows 10 Flowers
1images 1images 5 images 6 images

Figure 5-8 Set Windows themes

12
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5.2.2 Change desktop icons

Click “Desktop icon settings” in the “Related Settings” list in Figure 5-8, pop up the dialog box
shown as Figure 5-9, check “Computer” and “Network” (“Recycle Bin” is selected by default).

E Desktop Icon Settings >

Dezkiop lcons

Dezklop icons

Computer Recycle Bin
[] Uszer's Files [ Control Panel
M etk

e 2 W =
Thiz PC Administrator I etk Recycle Bin
[FLall)
0

Recycle Bin
[empty]

Change [con... Fesztore Default

Allow themes to change desklop iconz

Cancel pply

Figure 5-9 Set desktop icons

5.2.3 Set screen saver

Select "Lock screen” in the left of the interface as Figure 5-7, click “Screen saver settings” at the
bottom of the right-hand interface and set “Screen saver” to “None” (default) in the pop-up dialog

box as shown in Figure 5-10.

13
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B Screen Saver Settings >

Screen Saver

SCrERn saver

(Hone) o Settings... P resiews

> L] Or resurne, display logon screen

Powver managerment

Conserve energy or maximize performance by adjusting display
brightrniess and other power settings.

Change power settings

corcel | IR

Figure 5-10 Set Screen Saver

5.2.4 Set power options

Click “Change power settings” in “Screen Saver Settings” interface, pop up the interface shown as
Figure 5-11.

14
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B Power Options = O X

1 E » Contral Panel » Hardware and Sound » Poweer Options v | O 2

Control Panel Home .
Choose or customize a power plan

Choose what the power A power plan is a collection of hardware and system settings (like display brightness, sleep, etc.) that manages

buttens do how your computer uses power. Tell me more about power plans
Create a power plan Preferred plans
= S.holose when to turn off the (O) Balanced (recommended) Change plan settings
ISPy Automatically balances performance with energy consumption on capable hardware,
W Change when the computer
sleeps (O) Power saver Change plan settings
Saves energy by reducing your computer's performance where possible,
Hide additional plans
(® High perfermance Change plan settings
Favors perfermance, but may use more energy.
See also (O Ultimate Performance Change plan settings

Provides ultimate performance on higher end PCs,
User Accounts

Figure 5-11 “Power Options” interface

Click "Show additional plans" and select "High performance" plan, which is balanced plan by
default. Then, click “Change plan settings” in the "High performance" plan, pop up the Edit Plan
Settings interface, set “Turn off the display” as “Never”, then click “Save changes” in the bottom.
As shown in Figure 5-12. "Put the computer to sleep” may be displayed in the interface of different
computer, it should also be set to "Never".

4 Edit Plan Settings - O X

< v 4 %« Power Options » Edit Plan Settings v @ Search Control Panel 0@

Change settings for the plan: High performance

Choose the sleep and display settings that you want your computer to use,

[ Turn off the display: | Mever b

Change advanced power settings

Restore default settings for this plan

Save changes Cancel

Figure 5-12 Set power plan

Click “Change advanced power settings” in Figure 5-12, pop up “Power Options” dialog box as
shown in Figure 5-13.

15



Windows 10 Enterprise LTSC 2021 Operating System Installation Guide

Set the sleep options as shown in the above figure: (The setting items that appear are related to
the computer model, please refer to the actual interface.)

® Sleep: Never

® Allow hybrid sleep: Off

® Hibernate after: Never

49 Power Optians ? >
Advanced settings

g  celectthe power plan that you want to customize, and
; then choose settings that reflect how you want your
carmputer to manage poweer,

High performance [Active] -

= Sleep .
= Eleep after
Setting: Mewer
= Allow hybrid sleep
Setting: Off
= Hibernate after
Setting: Mewer
Allowy weake tirmers
5B settings
PCI Express

m Draraccar mownsar masmasnaraant

Restore plan defaults

Corcal | | osl

Figure 5-13 Set sleep options

Then open “Setting” interface via start menu and select “System”. Choose “Power & Sleep” in
system setting interface and set “Screen: When plugged in, turn off after” as “Never”, as shown in
Figure 5-14. "Sleep: When plugged in, PC goes to sleep after" may be displayed in the interface of
different computer, it should also be set to "Never".

16
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<_

Settings

{m Home

Find a setting

-

)

System

Display

Sound

Motifications & actions

Focus assist

Power & sleep

Storage

Power & sleep

Screen

When plugged in, turn off after

Mevar A

Sleep

When plugged in, PC goes to sleep after

Mever ~

Related settings

Additional power settings

Figure 5-14 Set screen never closed

5.2.5 Set screen resolution and refresh rate

Right click desktop, select “Display Settings” in the right-click menu and pop up the interface
shown as Figure 5-15. Users can change the size of text, apps and other items. Select “100%

(Recommended)” as suggested. Set orientation as “Landscape”.

Generally, screen resolution could be set as recommended.

19” monitor: 1280 * 1024 pixels (recommended)

20” monitor: 1600 * 1200 pixels (recommended)

22” widescreen monitor: 1920 * 1080 pixels (recommended)

24" widescreen monitor: 1920 * 1080 pixels (recommended)

17




Windows 10 Enterprise LTSC 2021 Operating System Installation Guide

= Settings = O >

@ Home Display

A alsitlis A Scale and layout
System Change the size of text, apps. and other items
100% (Recommended) ~
I L] Display

Advanced scaling settings

9 Sound Display resolution

1920 = 1080 (Recommended) ~
|:| Motifications & actions

Display orientation

)  Focus assist Landscape ~

Figure 5-15 Set screen resolution
5.2.6 Turn off Clear Type text tuner

Click [Start/Windows System/Control Panel/Appearance and Personalization/ Fonts], select
“Adjust ClearType text” in the menu, open the interface as shown in Figure 5-16. Unselect "Turn
on ClearType", and click "Next" until "Finish".

18
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[ ClearType Text Tuner
Make the text on your screen easier to read
1 Turn on ClearType
ClearType makes the text you see an the screen sharper, clearer, and easier to read.
Mext Cancel

Figure 5-16 Turn off Clear Type
5.2.7 Turn off Aero Shake window minimizing mouse gesture

Open “Run” interface by shortcut key “Windows + R”, then type command “gpedit.msc” in Run
dialog box and click “OK”. Click [User Configuration/Administrative Templates/Desktop] in Local
Group Policy Editor, as shown in Figure 5-17.

19
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=l Local Group Policy Editor
File  Action  View Help

o nE =2 HEl T

=/ Local Computer Palicy
v i Cornputer Configuration
| Software Settings
| Mvindows Settings
| Administrative Templates
w i, User Configuration
| Software Settings
| W¥indows Settings
v [ Administrative Templates
| Control Panel
w | Desktop
| Active Directary
| Desktop
| Metweark
| Shared Folders
| Start Menu and Taskbar
| System
| Windows Components
5 Al Settings

16 setting(s)

Desktop

Turn off Aero Shake window
minimizing mouse gesture

Edit policy setting

Requirements:
At least Windows Server 2008 R2
or Windows 7

Description:

Prevents windows from being
minimized or restored when the
active window is shaken kack and
forth with the mouse.

If you enable this policy,
application windows will not be
minimized or restored when the
active window is shaken back and
forth with the mouse,

Setting

|i=] Remaove the Desktop Cleanup Wizard
Hide Internet Explorer icon on desktop
Rermowve Computer icon on the desktop

Rermowve My Documents icon on the desktop

) i) [ [

Hide Metwark Locations icon on desktop

Rermove Properties fram the Computer icon context menu
Rermowve Properties fram the Documents icon context menu
Do not add shares of recently opened documents to MNetaar,.,

) [ [Tie) [

=] Remaowe Recycle Bin icon from desktop
=| Remowve Properties from the Recycle Bin context menu

=5

Don't save settings at exit

Jrn off A

i=| Prevent adding, dragging, dropping and closing the Taskbar..,

|==] Prohibit adjusting desktop toolbars

<

\Extended X{Standard/

Figure 5-17 Local group policy editor

Double click “Turn off Aero Shake window minimizing mouse gesture”, and select “Enabled” in the

pop-up dialog box, as shown in Figure 5-18, click “OK” to end.

() Mot Configured
(®) Enabled
() Disabled

Options:

Comment:

Supported on:

A Turn off Aera Shake window minimizing maouse gesture

E: Turn off Aero Shake window minimizing mouse gesture

Frevious Setting Mext Setting

At least Windows Sercer 2008 R2 or Windows 7

Help:

Fresents windouws from being minirmized or restored when the
active window is shaken back and forth with the mouse,

If you enable this policy, application windows will not be
minirmized or restored when the active window iz shaken back
and forth with the mouse,

[f you disable or do not configure this palicy, this window
rrinirnizing and restoring gesture will apply.

Cancel

Figure 5-18 Turn off Aero Shake window minimizing mouse gesture

20
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5.3 Turn off Sticky Keys and Toggle Keys

Open [Start/ Windows system/Control panel], click [Ease of Access/Ease of Access Center], click
"Make the keyboard easier to use", the figure shown as follows.

@ Ease of Access Center = O >

«— v T @ * Control Panel » Ease of Access > Ease of Access Center v wearch Contr.. 2@

Control Panel Home Optimize for blindness
Make the computer easier to see

Q Sl Optimize visual display

Use the computer without a mouse or Keyooard

Set up alternative input devices

Make the mouse easier to use

Q o @&

Adjust settings for the mouse or other pointing devices

Make the keyboard easier to use

Adjust settings for the keyboard

Use text or visual alternatives for sounds

Set up alternatives for sounds

Make 1t easier to focus on tasks

Adjust settings for reading and typing

Make touch and tablets easier to use

® @

Adjust settings for touch and tablets

Figure 5-19 Ease of access center

Unselect “Turn on Sticky Keys”, “Turn on Toggle Keys” and “Turn on Toggle Keys by holding down
the NUM LOCK key for 5 seconds”, as shown in Figure 5-20.
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@& Make the keyboard easier to use = O >

~ = ~ T @ Ease .. * Make the keyboard .. w earch Contr.. D

Make it easier to type A
||:|TU[P| on Sticky Keys |

Press keyboard shortcuts (such as CTRL+ALT+DEL) one key at a time.

Set up Sticky Keys

[] Turn on Toggle Keys
Hear a tone when you press CAPS LOCK, NUM LOCK, or SCROLL LOCK.

[] Turn on Toggle Keys by holding down the NUM LOCK key for 5 seconds

] Turn on Filter Keys

Ignore or slow down brief or repeated keystrokes and adjust keyboard repeat rates.

Set up Filter Keys

oK Cancel Apply

Figure 5-20 Turn off sticky keys and toggle keys

Click "Set up Sticky Keys", and set as shown in Figure 5-21.

Set up Sticky Keys
[] Tugn on Sticky Keys
Press keyboard shortcuts (such as CTRL+ALT+DEL) one key at a time.

Keyboard shortcut
[ ] Turn on Sticky Keys when SHIFT is pressed five times

When using keyboard shortcuts to turn Ease of Access settings on:
[_] Display a warming message when turning a setting on

[ ] Make a sound when tuming a setting on or off

Figure 5-21 Turn off keyboard shortcut

5.4 Turn off Hot Keys of Rotating Screen

If integrated display card is used in computer (such as Lenovo TS140), and the hot keys of rotating
screen should be disabled, operation: right click any blank in desktop, and pop up the menu as
shown in Figure 5-22, select [Graphics Options/Hot Keys/Disable].

If there is not menu as shown in Figure 5-22, and jump over this setting.
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View k
Sort by k
Refresh

Faste

Faste shotbeit

.= Graphics Properties...

.= Graphics Options Panel Fit 1
Haot Keys 4
Mew r
Tray lcon F Enable
I Screen resolution Balloon Notification b+ Disatie
&l Personalize Rotation b
Profiles ¥

Figure 5-22 Turn off hot keys of rotating screen

5.5 Taskbar and Start Menu Properties

Right click taskbar, and select “Taskbar settings” in the right-click menu, pop up the properties
settings dialog box, as shown in Figure 5-23.

Set “Lock the taskbar” and “Use small taskbar buttons” as On, set "Automatically hide the taskbar"
in desktop mode and tablet mode as Off, and set “bottom” for “Taskbar location on screen” and
“Never” for “Combine Taskbar buttons”, as shown in Figure 5-23.
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Taskbar

Lock the taskbar

@ on

Automatically hide the taskbar in desktop mode
@ D off

Automatically hide the taskbar in tablet mode
@ O off

Use small taskbar buttons

@ on

Use Peek to preview the desktop when you move your mouse to
the Show desktop button at the end of the taskbar

@ off

Replace Command Prompt with Windows PowerShell in the menu
when | right-click the start button or press Windows key+X

@ O off
Show badges on taskbar buttons

@ ) off

Taskbar location on screen

Bottom R

Combine taskbar buttons

MNever ~

Notification area
Select which icons appear on the taskbar

Turn system icons on or off

Figure 5-23 Taskbar properties settings

Click “Turn system icons on or off” in Figure 5-23, pop up “Turn System Icons On or Off” interface,
as shown in Figure 5-24, set “Off” for “Action Center”, others are the default.
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L= Settings = O >

£03  TURN SYSTEM ICONS ON OR OFF

oy Clock gD o
E]’l'] Volume Q On
@ on

Metwork

Power

Location

Input Indicator Q On

Action Center Off
&

Figure 5-24 System icons settings

5.6 Time Settings

Select [Control Panel/Clock and Region] and click “Date and Time” to set time zone, data and time
which remain default usually.

Click “Region” in “Clock and Region” interface, pup up the figure shown in Figure 5-25.
Set as follow introduction:

® Short time: HH:mm

® [ong time: HH:mm:ss

® Short data: M/d/yyyy

® |ong data: dddd, MMMM dd, yyyy
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¥ Region X
Formats  Administrative

Format: English (United States)
Match Windowes display language (recommended) v

Langquage preferences

Date and time formats

Short date: A Py -
Lokg date: dddd, MRARR d, yneny w
Short tirne: HH:rrirm w
Lokg tirne: HH:rmikrniss w
First day of week: Sunday -
Exarples

Short date: 83,2020

Long date: hMonday, Sugqust 3, 2020

Short time: 15:16

Lorg tirne: 157656

Additional settings..,

Corcel | | Al

Figure 5-25 Region and language options

Then click “OK” to finish the settings.

5.7 System and Security Settings

5.7.1 Security and maintenance settings

Select [Control Panel/System and Security/Security and Maintenance/Change Security and
Maintenance Settings], deselect all options in the pop-up interface, as shown in Figure 5-26.
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W Change Security and Maintenance settings = O >

~— » T W« Secur.. > Change Secunty a.. v vearch Confr.. @

Turn messages on or off

For each selected item, Windows will check for problems and send you a message if
problems are found. How does 'bEI:.Jrll-.‘ and Maintenance check for prob emsa

Security messages

Windows Update (] Spyware and unwanted software
protection
[] Internet security settings [ User Account Control
[ ] Network firewall [ ] Virus protection
Microsoft account SmartScreen
Windows activation

Maintenance messages

[]Windows Backup [ ] Windows Troubleshooting
[ ] Automatic Maintenance [ ]HomeGroup
[ ] Drive status [ ] File History
[] Device software [] Storage Spaces
Startup apps [ ] Work Folders

Figure 5-26 Change security and maintenance settings
5.7.2 User accounts control settings

1) Select [Control Panel/System and Security/Security and Maintenance], then click
“Change User Account Control settings”, pop up the interface shown as Figure 5-27. Set
“Allow notify” to “Never notify” by pulling down the scroll button to the bottom.
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E; User Account Control Settings

Choose when to be notified about changes to your computer

User Account Control helps prevent potentially harmful programs from making changes to your computer
Tell me maore about User Account Control settings

Always notify
- - Newver notify me when:
®  Apps try to install software or make changes to my
cemputer
- - * | make changes to Windows settings
1. This setting will take effect after you click OK and
- - restart your PC.
MNewver notify

| oK || Concel

Figure 5-27 User account control settings
2) Open “Run” interface by shortcut key “Windows + R”, then type command “gpedit.msc” in
Run dialog box, as shown in the following figure.

Fun

Type the name of a program, folder, document, or Internet
resource, and Windows will open it forywou,

[

Dpent | gpedit.rmsc

e

E; This task will be created with administrative privileges,

(0] Cancel Browese,,,

Figure 5-28 Run dialog box

3) Click “OK” to pop up the “Local Group Policy Editor” interface, extend “Computer

Configuration”, select “Windows Settings/ Security Settings/ Local Policies/ Security
Options”, as shown in the following figure.
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4)

=f Local Group Policy Editor = O *
File Action  ‘iew Help
= | 2@ XEE | HE
(= Local Computer Policy || Palicy - Security Setting ™
v i C.omputer Configuration | Systern cryptography: Force strong key protection for user keys stored on t.. Mot Defined
= So.ftware Settl.ngs | Systern cryptography: Use FIPS cormpliant algorithms for encryption, hashi.,  Disabled
e WInI'\dJ::ZSRe:stIorEzion Palicy 1) Systern objects: Require case insensitivity for non-Windows subsystems Enabled
’ Scripts (Startup/Shutdown) L) Systern objects: Strengthen default permissions of internal systern objects (.. Enabled
r; Deplayed Printers | Systern settings: Optional subsysterns
v i Security Settings | Systern settings: Use Certificate Rules on Windows Executables for Softwar,.,  Disabled
& Account Policies | User Account Contral: Admin Approval Mode for the Built-in Adrinistrato,., Mot Defined
v [ Local Policies 1o User Account Control: Allow UlAccess applications to prompt for elevation...  Disabled
4 Sudit Palicy 25 User Account Control: Behavior of the elevation prormpt for adrinistrators .. Elevate withou..
_& User Rights Assignment | User &ccount Control: Behavior of the elevation prompt for standard users  Prompt for cre...
o Secutity Options | User Account Contral: Detect application installations and prompt for elev...  Enabled
| Windows Defender Firewall wi | User Account Cantrol: Only elevate executables that are signed and walidat., Disabled
| Metwork List Manager Paolicies o User &ccount Control: Only elevate UlAccess applications that are installed... Enabled
| Public Key Palicies un all adri ] i de Disabled
| Software Restriction Palicies J User Account Control: Switch to the secure desktop when prompting for el Disabled
< D T | User Account Contral: Virtualize file and registry write failures to per-user L. Enabled v

Figure 5-29 Change setting in Local Group Policy Editor

Double-click “User Account Control: Run all administrators in Admin Approval Mode" in
the right interface to open the dialog box, and set as "Disabled", as shown below. Then
select "Disabled", click "Apply" and "OK", the change will take effect after restarting the

computer.

29




Windows 10 Enterprise LTSC 2021 Operating System Installation Guide

User Account Control: Run all adrministratars in Admin &p.. ? >

Local Security Seting — Ewplain

:g' Uzer Account Control: Run all administrators in &dmin Approswal
: Mode

() Enabled
(@) Dizabled

Cancel Apply

Figure 5-30 Disable the user account control property

5.7.3 Turn off Windows firewall

Select [Control Panel/System and Security/Windows Defender Firewall], then click “Turn Windows
Defender Firewall on or off”. Turn off firewall of each network, as shown in Figure 5-31.
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W Customize Settings —

« « P ‘ « Windows Firewall * Customize Setiings v | eart

Customize settings for each type of network
You can modify the firewall settings for each type of network that you use.
Private network settings
o () Tum on Windows Firewall
C coming connections, iIncluding those in the lhist of a Wed apps

vhen Windows Firewall blocks a new api
@ @ Tum off Windows Firewall (not recommended)
Public network settings
0 () Tum on Windows Firewall
Block all incomin g conneclions, incCluding those In the ISt oT allowed apps

me when Windows Firewall blocks a new apy

g (@ Turn off Windows Firewall (not recommended)

oK

h Conty

Cancel

Figure 5-31 Windows firewall settings

Select [Start/ Windows Administrative Tools/ Registry Editor] to open the interface of Registry

Editor, select "HKEY_LOCAL_MACHINE/ SYSTEM/ CurrentControlSet/ Services/ mpssvc" on the

left and find the parameter Start on the right. Double-click Start to set the value from 2 to 4, as

shown in Figure 5-32. Then, restart the computer. (Please do not modify other parameters in the

registry editor without proper knowledge and expertise.)
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x

File Edit View Favorites Help

Computer\HKEY_LOCAL_MACHINENSYSTEMACurrentControlSethServicesimpsswe
Modem A Marme Type Data
manitor ab) (Default) REG_S7 fwalue not set)
SEE;';” ab) DependOnService REG_MULTI.SZ  mpsdry bfe
mountmgr a-h\lD,ES”'pt'D” Edit DWORD (32-bit) Value X
psdrne ab| DisplayMame
- pe— '-’-'51 ErrarCaontral W alue hame:
i Pararmeters '-’-"':]Failureﬁi\ctions |Start
- Security ::]| Group Walue data: Baze
rARD B |magePath .
i 5| Objecthiame |4 | (®) Hexadecimal
kb 20 i'_"\lF-!eqL,lirz:_-dPri\.fileges O Decimal
MsBridge 24 ServiceSidType
MSDTE 8 start Cancel
MSDTC Bridge 3.0.0.0 %] ScHastSplitDisable T _—
MSDTC Eridge 4.0.0.0 %) SvcMemMardLimitinhB REG_DWORD 00000001k (27)
Psfs %] SucherbidLimitinMB  REG_DW/ORD 000000014 20y
rnsgpiowin3a %] SuchemSoftLimitinkAE  REG_DWORD (w0000000c {124
. e mshidkmdf X Y| 58 Type REG_DWYORD 000000020 (37}

Figure 5-32 Modify the parametere of registry

Select [Start/ Windows Administrative Tools/ Services] to check whether the Windows Defender
Firewall service is disabled.

5.7.4 Turn off system restore

Select [Control Panel/System and Security/System], then click “System Protection”, pop up the
system properties interface shown as Figure 5-33.
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Systemn Properties >

Computer Mame Hardware Advanced System Protection Remote

-

. ‘ Uge system protection 1o undo urwanted system changes.

System Restore

“'ou can undo system changes by reverting

System Restone
vour computer to a presious restore point —' : :

Protection Setings

Assailable Drives Protection

.. Local Disk (C) (System) On
e Local Disk (O) Cif

Canfigure restore settings. manage disk space. and E Configure i
delete restore points
To create arestore point, first enable pratection by Braln
selacting a drive and clicking Configure. =i
oK Cancel Apphy

Figure 5-33 Dialog box of system properties

Select the drive(s) which have opened system protection in the interface and click “Configure” to
close the system protection.

Select local disk C: with protection “On”, and click “Configure” in “System Properties” option page,
pop up the dialog box shown as Figure 5-34, select “Disable system protection”.
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Restore Settings

By enabling system protection, wou can undo undesired changes by
reverting wour computer b0 a previous paint in Eime,

I:::I Turn on syskem protection

(®) Disable system protection

Disk Space Usage

You can adjusk the maximum disk space used for system prokeckion, &s
space fills up, older restore poinks will be deleted to make room Far new
anes,

Current Usage: 0 bytes

Max Usage: '

Delete all restore points for this drive,
Delete

(04 Cancel apply

Figure 5-34 Turn off the protection of disk C:

Click “OK” to turn off the protection of disk C.

5.7.5 Performance options settings

1) Select “Advanced” option page in the system properties interface, as shown in Figure
5-35.
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System Properties
Computer Mame Hardware Adﬂﬂﬁﬂéﬂ System Frotection Hamote
ou must be logged on as an Admimstrator to make most of these changes

Perormance

Wisual effects, processor scheduling, memorny usage, and wirtual memany

Setlings...
User Profiles
Deskiop seftings related to vour sign-in
Seftings..
Starup and Recowvery
Sy'stem starup, systam failure, and debugging information
Seftings...

Emviropment Vanables..

Figure 5-35 Dialog box of Advanced settings of system properties
2) Click “Settings” in “Performance” window, pop up “Performance Options” interface, as
shown in Figure 5-36.
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Performance Options >

Visual Effects Advanced Data Execution Prevention

Select the settings you want to use for the appearance and
performance of Windows on this computer,

()Lt Windows choose what's bast for my computer
() adjust for best appearance

(@ djust for best performance

{:]{;usb:um:

Animate controks and elements irside windows
Animate windows wihen minimizing and maximizing
Animations in the taskbar

Enable Peek

Fade or slide menus into view

Fade or slide ToolTips into view

Fade out menu items after clicking

Sava taskbar thumbnail previews

Show shadows under mouse painter

Show shadows under windows

Show thumbnails instead of icons

Show translucent selection rectangle

Shiow window contents while dragging

Slide open combo boxes

Smiooth edges of screen fonts

Smoath-scrall list boxes

Lls2 drop shadows for icon labels on the deskiop

EEEEEEEEEEEEEEEEE

I

Figure 5-36 Select “Adjust for best performance”

3) Select “Adjust for best performance” in “Visual Effects” option page, then select
“Advanced” option page, advanced properties interface is shown in Figure 5-37.
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Performance Options >

Visual Effects Advanced [ata Execution Prevention

Processar scheduling
Chioose how to allocate processor resources

Adust for best performance of

(@ Frograms! (C)Rackground services

Virtual mamory

A paging file is an area on the hard disk that Windows uses
ag if it ware RAM,

Total paging file size for all drives: 1152 MB

Figure 5-37 Dialog box of advanced settings of performance options

4) Click “Change” in “Virtual memory” window, pop up virtual memory setting interface.

Deselect “Automatically manage paging file size for all drives”, and select “Custom size”,
set the value of “Initial size” and “Maximum size” to 3000MB (4000MB when the RAM is
larger than 2GB), as shown in Figure 5-38.
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Wirtual bemony =

(] Autormatically ranage paging file size for all drives

Paging file size for each drive

Drive [Wolume Label] Paging File Size (MB)
Ga 4000 - 4000

0 [Meste Walume] Mane
Selected drive: Cs

Space available: 49573 B

(®) Custom size:
Initial size (hB): 3000

Maxirnurm size (MB): | 3000

() Systern rnanaged size
()Mo paging file Set

Total paging file size for all drives
Finimurm allowed: 16 B
Recommended: 1919 bB
Currently allocated: 4000 bE

(0] 4 Cancel

Figure 5-38 Set virtual memory
5) Click “Set” then set “OK” to save the change.

e ™
If system pops up property dialogue box of “The changes you have made require you to

restart your computer before they can take effect”, please click “OK” and restart the
computer, then set following properties.

5.7.6 Turn off auto-update

1) Open “Run” interface by shortcut key “Windows + R”, then type command “gpedit.msc” in
Run dialog box and click “OK”. Click [Computer Configuration/Administrative Templates/
Windows Components] in Local Group Policy Editor, as shown in Figure 5-39.
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| Software Settings
| Windous Settings
w || Administrative Templates
|| Control Panel
| Metwoark
Prirters
Server
Start Menu and Taskbar
| System
| Windows Components
[ Al Settings
%, User Configuration

=] Lacal Group Policy Editar = O *
File Action ‘iew Help
Lol AN a REAN 7 Bl ¢
(=[ Local Computer Policy Windows Components
v i Computer Configuration )
Windows Update Zetting &

| Windows bessenger
Juvindowss Mobility Center

| wivindows PovverShell

| viindouss Reliability Analysis

| vindowes Rermote Management
| wivindows Rernote Shell

| Miindowys Security

| M¥ark Folders ]
< »

\\ Extended K{Standardf’

Figure 5-39 Local group policy editor interface

Double click “Windows update” in “Windows component” list and pop up the interface

shown as Figure 5-40.

=] Local Group Policy Editor
File
i 4

Action  View  Help

2ol REFN 7Mool ¢

| Windows Media D

| wfindows hedia P

| Windouws Messen:

| Windows Mobility

| Windows Poweersk

1 Windows Reliabilit

| Wfindows Remote

| Windours Remote

| Windouws Security

| Windows Update

| wifork Folders

__ Al Settings
i, User Configuration

£ >

33 setting(s)

| Windows Update
Configure Automatic Updates

Edit policy setting

Requirements:
Windows XP Professional Service
Pack 1 or At least Windows 2000
Service Pack 3

Descripticn:
Specifies whether this computer
will receive security updates and

cther important downloads
thronnah the Windmwe sntnmatic

Setting

1] Alivays autormatically restart at the
\i=| Specify deadline hefore auto-resta
|i=| Configure auto-restart reminder n

\i=] Turn off auto-restart notifications

i=| Configure auto-restart required nc

nfigure Automatic Updates

=] Specify intranet Microsoft update
|5=] Automatic Updates detection freg
W | Do not allow update deferral polic w

£ >

\ Extended AStandard ,f

Figure 5-40 Windows update interface

Double click “Configure Automatic Updates” in “Windows update” interface and pop up
the interface shown as Figure 5-41. Select “Disabled” and click “OK”, the change will take
effect after restarting the computer.
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A Configure SAutomatic Updates O et

Ei Confiqure &utomatic Updates izt St

() Mot Configured Camment:

() Enabled

(®) Disabled

Supported 81 [ yyin dows XP Professional Service Pack 1 or At least WWindows 2000 Service Pack 3

Options: Help:

Corfigure autamatic updating: Specifies whether this computer will receive security updates and | »
other important downloads through the Windows automatic
updating service,

The following settings are anly required and Mate: This policy does not apply to Windows BT,
applicable if &4 is selected.
This setting lets you specify whether autormatic updates are
enabled onthis computer, [f the service is enabled, you must
select one of the four options in the Group Policy Setting:

Install during autormatic maintenance

Scheduled install day:
2 = Motify before downloading and installing any updates.

Seheduled install time: Wh_en Windln_ws finds updates that apply to this computer,
users will be notified that updates are ready to be downloaded,
After qoing to Windows Update, users can download and install
any available updates,

3 = (Default setting) Download the updates automatically
and notify when they are ready to be installed

Windows finds updates that apply to the computer and

Figure 5-41 Turn off auto-update
After closing the auto-update setting interface, select "Start/ Settings/ Windows Update/
Advanced options”, or enter “Advanced Windows Update options” in the search box in

the upper left corner and press Enter, and then the Windows update options interface

pops up, as shown in Figure 5-42.
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@ Advanced options

Mote: Windows Update might update
setl automatically first when checkng

Update options for other updates.
Canfiqure autamatic device setup

after an update under the Privacy

- section in Sign-in aptions

Download updates over metered connections (extra charges may apply)
@D on

Fiestart this device a5 s00n a5 possible when a restart is requined 10 install an update. Windows will display a notice before the restar, and the device must be an and plugged in.

@ on

Update notifications

Shew a notification when your PC requires a restart to finish updating

@D o

Pause updates

Temporarily pause updates from being installed on this device for up to 35 days. When you reach the pause limit. your device will
nesd to get new updates befare you can pause again.

Pause until

Select date

Figure 5-42 Auto-update interface

5.7.7 Turn off Microsoft Defender Antivirus

1)

Open “Run” interface by shortcut key “Windows + R”, then type command “gpedit.msc” in
Run dialog box and click “OK”. Click [Computer Configuration/Administrative
Templates/Windows Component] in Local Group Policy Editor, as shown in Figure 5-29.

Double click “Microsoft Defender Antivirus” in the list of “Windows component” and pop
up the interface shown as Figure 5-43.

=[ Local Group Policy Editor = [m] X
File  Action ‘\iew Help
e z@l=HBm| Y

| HorneGroup & ~ Microsoft Defender Antivirus
_| Internet Explorer

. . . Turn off Microsoft Defender Setting State =
| Internet Information Servces Antivi -

“ Location and Sensars Tirus _| Microsoft Defender Exploit Guard

| Maintenance Scheduler Edit policy settin ~ _ hpEngine .

| Maps | Metweark Inspection System

| MDDk Requirements: | Quarantine

At least Windows Vista

| Messaging | Real-time Protection

| Microsoft account . | Remediation

- . - Description: .

| Microsaft Defender Antivirus This policy setting turns off | Reporting

| Microsoft Defender Application Microsoft Defender Antivirus. | Sean

| Microsoft Defender Exploit Guar | Security Intelligence Updates

| Microsaft Edge If you enable this policy setting, S| Theeats

= M 5 dary Authent Microsoft Defender Antivirus does -

- !UOSD sl ary. L er.1 13 not run, and will not scan || &llowr antimalware serdice to startup with narmal priority Mot configured
| Microsoft User Experience Virtuz computers for malware or other ft Defe 15 Enabled

Methesti ; . - e — - -
- hethlesting potentially unwanted software. (=] Configure local administrator merge behavior for lists Mot configured
v

| TR T WO T e i P
| OneDrive v If you disable this pelicy setting, < 3

< > |\ Extended (Standard/

10 setting(s)

Figure 5-43 Microsoft Defender Antivirus setting interface

Double click “Turn off Microsoft Defender Antivirus” and pop up the interface shown as
Figure 5-44. Select “Enabled” and click “OK”.
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R Turn off Microsoft Defender Antivirus O >
Ei Turn off Microsoft Defender Sintivirus ieens Sl R
() Mot Configured Comnrment:
(®) Enabled
(") Disabled
Supported on: [ apjea st Windows Vista
Options: Help:

This policy setting turns off Microsoft Defender Antivirus,

If wou enable this policy setting, Microsoft Defender Antivirus
does not run, and will not scan cormputers for malware ar other
potentially unwanted software,

If wou disable this policy setting, Microsoft Defender Antivirus
wiill run regardless of any other installed antivirus product,

If you do not configure this palicy setting, \Windows will
internally manage Microsoft Defender Antivirus, If wou install
another antivirus prograrn, Windouws autormatically disables
tlicrosoft Defender Sntivirus, Otherwise, bdicrosoft Defender
Antivirus will scan your computers for malware and other
potentially umvanted software,

Emabling or disabling this policy may lead to unexpected ar
unsupported behavior, Itis recommended that you leave this
palicy setting unconfigured,

Cancel

Figure 5-44 Turn off Microsoft Defender Antivirus interface

5.7.8 Turn off Autoplay

In order to prevent the computer from attacking by the virus carried in mobile storage devices and
endangering the DCS supervision software, it is necessary to enable “Turn off Autoplay” function.

1) Open “Run” interface by shortcut key “Windows + R”, then type command “gpedit.msc” in
Run dialog box, as shown in Figure 5-45.
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Fun

= Typethe name of a prograrm, folder, docurnent, or Internet
resource, and Windows will opern it forywou,

Opern: | gpedit.msc

St

@ This task will be created with administrative privileges.

(0] 4 Cancel

Browsse,.,

Figure 5-45 Run dialog box

Click “OK” to pop up the “Local Group Policy Editor” interface, extend “Computer
Configuration”, select “Windows Components” below “Administrative Templates”, as

shown in Figure 5-46.

File  Action

=l Local Group Policy Editar
Wiew  Help
e nmzEm T
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v il Cornputer Configura
| Software Settings
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| Start Menu ar
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| Windows Setting

| Adrministrative Te
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jr‘ldd features to Windowes 10
j:ﬂ.pp Package Deployment
jfﬁ.pp runtime
j.ﬂ.pplication Cornpatibility

jEiometrics
jBitLocker Drive Encryption
eredentiaI User Interface
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jDesktnp Gadgets

jDesktnp Meindow Manager
jDeuice and Driver Compatibility
jDevice Registration

jDigitaI Locker
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jEuent Forwarding

roont | nn Samira
< >
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Figure 5-46 “Windows Components” window

Double click “AutoPlay Policies”, pop up the following interface.
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= Device media in the drive, Az a result, the
. . setup file of programs and the
= D?\"i'ce music on audic media start
| Digital immediately.
| Edge L
= Eventf Prior to Windows XP SP2,
- Event | Autoplay is disabled by default on

remavable drives, such as the
= Eventl floppy disk drive (but not the CD-
| Bwvent? ROM drive), and on network

Famnily , || drives. < >
< o P> \Ex‘tended }{Standardf
4 setting(s)

Figure 5-47 “ AutoPlay Policies” window

Double click “Turn off Autoplay” in “AutoPlay Policies” window, pop up “Turn off Autoplay”
interface, select “Enabled” and choose “All drives” in the drop-down menu of the “Turn off
Autoplay on”, as shown in Figure 5-48.
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A Turn off Autoplay O .

E} Turn off Autoplay Mext Setting

() Mot Canfigured Comment:
(®) Enabled

(") Disabled

supported on: [ g lea st \ind ows 2000

Options: Help:

Turn off Autoplay on: This policy setting allows you to turn off the Autoplay feature, A

All drives v Autoplay begins reading from a drive as soon as you insert
rnedia in the drive. &5 a result, the setup file of programs and the
rusic on audio media start immediately.

Prior to Windows XP 5P2, Autoplay is disabled by default
on rernovable drives, such as the floppy disk drive (but not the
CD-ROM drive), and on network drives,

Starting with Windows XP SP2, &utoplay is enabled for
rernowvable drives as well, including Zip drives and some USB
rnass storage dewvices,

If you enable this policy setting, Autoplay is disabled on
CD-ROM and remowvable media drives, or disabled on all drives,

This policy setting disables Autoplay on additional types of
drives, You cannot use this setting to enable &utoplay on drives
onwhich it is disabled by default.

Figure 5-48 “Turn off Autoplay” settings

5) Click “OK” to finish the settings. Restart your computer, then the mobile storage devices
will not automatically play when be inserted.

5.7.9 Enabling Security Audit Policy

To facilitate efficient tracking of the virus source, it is necessary to enable the security audit policy.
The specific steps are as follows:

1. Inthe "Local Group Policy Editor" interface shown in Figure 5-46, select "Local Computer
Policy/Computer Configuration/Windows Settings/Security Settings/Advanced Audit
Policy Configuration/System Audit Policies - Local Group Policy Object/Detailed
Tracking" to enter the configuration interface.

2. Double-click "Audit Process Creation", check "Configure the following audit events" in the
pop-up dialog box, and select "Success" and "Failure".

3. Repeat the operation of step 2, and configure "Audit PNP Activity", "Audit Process
Termination", and "Audit RPC Events" respectively.
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The configuration results are shown in Figure 5-49.

\=[ Local Group Policy Editor = O H
File Action View Help

Lol AN] i (RETN 7 Mo

(= Local Computer Palicy * || Subcategory Audit Events

ML= F?rgp:::' C°S”f'5”"’t'°” 5] Audit DPAPI Activity Not Configured

= I:I,. q ore ::;ngs o] Audit PNP Activity Success and Failure
W

- _.IHNDWS R Il'1lg: Poli wie| Audit Process Creation Success and Failure

_| Name Reselution Pelicy o . . .
B Scripts (StartupyShutdown) &Audt Prc-ess Termination uccess and Falure
#m Deployed Printers e Audit RPC Events Success and Failure

=z Audit Teken Right Adjusted Mot Configured

v T Security Settings
& Account Policies
& Local Policies
| Windows Defender Firewall with Advanced Security
| Metwork List Manager Policies
| Public Key Policies
| Software Restriction Policies
| Application Control Policies
g IP Security Policies on Local Computer
~ || Advanced Audit Policy Configuration
~ [ System Audit Policies - Local Group Policy Object
|34 Account Legon
_j::] Account Management
/77 Detailed Tracking
153 DS Access
=4 Logon/Logoff

Figure 5-49 Security Audit Policy settings

5.8 Background Service Settings

Set the following services to “Disabled” by the same method, which is described taking the
Windows Update as an example.

® \Windows Update

® Internet Connection Sharing

® \Windows Backup

® Windows Time

® Touch Keyboard and Handwriting Panel Service

Procedure of disabling Windows Update

1. Right click “This PC” and select “Manage” in the right-click menu, pop up the “Computer
Management” interface, then select “Services” below “Services and Applications”, as shown in
Figure 5-50.
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Description:
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Figure 5-50 Services list window

5-51.

General
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Start

from kere.

Service name:

Dizplay name:

Startup type:

Service status:

WALz eny

Windows pdate

Windows Update Properties (Local Computer)

LogOn Recovery Dependencies

E nables the detection, download, and installation af — »,
Lpdates for Windows and other programs. If this

Fath to executable:
CWwindawshzpstem 32 evchost exe -k netaves
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Running
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'

You can specify the start parameters that apply when pou start the service

Apply

Figure 5-51 Disable the service of “Windows Update”
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2. Double click “Windows Update” in the services list, pop up the corresponding properties
setting interface, select “Disabled” in the pull-down list of “Startup type”, as shown in Figure
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3. Click “Stop” to stop this service, then click “OK” to disable this service.

i Warning:
All network connections on the operation nodes should be disabled after setting
background services.

5.9 Turn off Flow Control of Network Adapter

1. Right click “Computer” and select “Manage” in the right-click menu, pop up the “Computer
Management” interface.

2. Right click a network adapter in device manager window, select “Properties” in right-click
menu to open its properties interface.

3. Set “Flow Control” to “Disable” in “Advanced” option page in properties interface.

[ntel{F) Ethernet Connection 1217-Lk4 Properties >
Events R ezources FPower Management
General Advanced Diriver Detailz

The following properties are available for this network, adapter. Chek.
the property you want to change on the left, and then select itz value
an the right.

Broperty: W ale:
~ Disabled -l

Adaptive |nter-Frame Spacing
ARP Offload

[mtermapt bModeration

[nterrupt Moderation R ate

IPvwd Checksum Offload

Jumbo Packet

Large Send Offload %2 [IPw3)

Large Send Offload W2 [|PvE]

Locally Administered Address

Log Link, State Event

Mo Deszcription

NS Offlaad b

Carca

Figure 5-52 Disable flow control of network adapter

4. Click “OK” to finish a network adapter setting.
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5. Set other network adapters like this.

5.10 Network Properties Settings

Set the Network Connections Settings as follows after finishing the network hardware connections
settings, this chapter includes connection properties settings and advanced sharing settings.

5.10.1 Network Properties Configuration

Select [Control Panel/Network and Internet/Network and Sharing Center], then click “Change
adapter settings”, pop up network connection settings interface.

& Metwark Connections = O >

—» T & = MNetwork and.. * Mebwork Connections w Search Metw.. 2@

c Ethernet ‘:. Ethernet 2 (7]
...__5 Idertifying.. = _ Unidentified netarark

@ D-Link DGE-528T Gigabit Ethernet..,

Ek
=

=7 D-Link DGE-528T Gigabit Ethernet..,

c Ethernet 3
-._5 Unidentified netwark

@~ Broadcom Met¥trerme 57 Gigabi..,

3 items = =

Figure 5-53 Network connections setting interface

The “Ethernet 3” as shown in above figure utilizes integrated network adapter of the system, and
“Ethernet” and “Ethernet 2” utilize the two network adapters inserted.

1. If VisualField is installed in the control system, the properties of network adapters should be
set as follows:

1) Change the “Ethernet” to “Network A” that is to connect process control network-A.
Properties setting of “Network A” is as follows:

® |P address: 172.20.X.Y (X indicates the domain address; Y indicates the station address.
Both of them should be in the value range of operation node addresses.)

® Subnet mask: 255.255.0.0
® Other items such as DNS, WINS etc shall remain default.

2) Change the “Ethernet 2” to “Network B” that is to connect process control network-B.
Properties setting of “Network B” is as follows:

® |P address: 172.21.X.Y (X indicates the domain address; Y indicates the station address.
Both of them should be in the value range of operation node addresses.)

® Subnet mask: 255.255.0.0
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® Other items such as DNS, WINS etc shall remain default.

3) Change the “Ethernet 3” to “Information Network” that is to connect information network,
Properties setting of “Information Network” is as follows:

® [P address: 172.30. X.Y (X indicates the domain address; Y indicates the station address.
Both of them should be in the value range of operation node addresses.)

® Subnet mask: 255.255.0.0
® Other items such as DNS, WINS etc shall remain default.

2. If AdvanTrol-Pro is installed in the control system, the properties of network adapter should be
set as follows:

1) Change the “Ethernet” to “Network A”, that is to connect process control network- A,
Properties setting of “Network A” is as follows:

® [P address: 128.128.1.X (X is should be in the value range of operation node addresses.)
® Subnet mask: 255.255.255.0
® Other items such as DNS, WINS etc shall remain default.

2) Change the “Ethernet 2” to “Network B”, that is to connect process control network-B,
Properties setting of “Network B” is as follows :

® |P address: 128.128.2. X ((X should be in the value range of operation node addresses.)
® Subnet mask: 255.255.255.0
® Other items such as DNS, WINS etc shall remain default.

3) Change the “Ethernet 3” to “Operation Network”, that is to connect with operation network,
Properties setting of “Operation Network” is as follows:

® |P address: 128.128.5. X (X should be in the value range of operation node addresses.)
® Subnet mask: 255.255.255.0

® Other items such as DNS, WINS etc shall remain default.

Check whether the network adapter functions well or not after setting.

ﬁ Attention:

Please refer to the related User Manual for Network Properties Settings.

5.10.2 Advanced Sharing Settings

Select [Control Panel/Network and Internet/Network and Sharing Center], then click “Change
advanced sharing settings”, pop up “Advanced sharing settings” interface. Check "Turn on
network discovery”, “Turn on file and printer sharing” and “Public folder sharing”, as shown in
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Figure 5-54.

Guest or Public (current profile)

Metwork discovery

When network discovery is on, this computer can see other network computers and devices and
is visible to other network computers.

(@ Turn on network discovery
() Turn off network discovery

File and printer sharing

When file and printer sharing is on, files and printers that you have shared from this computer
can be accessed by people on the network

(@ Turn on file and printer sharing
() Turn off file and printer sharing

All Metworks

Public folder sharing

When Public folder sharing is on, people on the network, including homegroup members,
can access files in the Public folders.

@ Turn on sharing 5o anyone with network access can read and write files in the Public
folders

() Turn off Public folder sharing (people logged on to this computer can still access
these folders)

Figure 5-54 Advanced sharing settings

Double click “This PC”, select [File /Change folder and search options] on the menu bar in the
local disk interface, deselect “Use Sharing Wizard (Recommended)” in “View” tab, as shown in
Figure 5-55.
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Falder Optians =

Gemeral Yiew  Search

Folder wiews
You can apply this view [such as Details or [conz] to
all folders af this type.

Apply to Folders | Beszet Folders

Advanced settings:

Show preview handlers in preview pane s

Shaow statuz bar

[] Usze check boxes ta select items

[ L =& Sharing ‘wizard [Fecommended]
When typing inka list view
() Automatically type inta the Search Box
(@ Select the typed item in the view

M avigation pane

[] Expand ta open folder

[] Show all falders

[] Shaw libraries

R estore Defaults

()4 Caricel Apply

Figure 5-55 Folder options setting interface

5.10.3 Network Power Management Configuration

1. Select [Control Panel/Network and Internet/Network and Sharing Center], then click
“Change adapter settings”, the network connection settings interface pops up.

K Metnwark Connections =

= o« P K o« Networkand. * Network Connections v O
- Ethernet —~ Ethernet 2
%!; Identifying... L-...Eﬂ Uridentified netoark
@2 D-Link DGE-528T Gigabit Ethernet... @ D-Link DGE-528T Gigabit Ethernet...

L-'. Ethernet 3
i Unidentified network

3 items

Figure 5-56 Network connections setting interface

2. Right-click an adapter and select "Properties" in the right-click menu to pop up the
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properties interface, as shown below.

4 Ethernetd Properties 4

Metworking

Connect using:

I? Intel{R) 825741 Gigabit Metwork Connection

This connection uses the following items:

,Client for Microsoft Networks A
]E" File and Printer Sharing for Microsoft Networks

Figure 5-57 Properties of network connections

3. Click "Configure" button in the Networking tab to pop up the properties interface of
network adapter. Then, select the "Power Management" tab and unselect the item "Allow
the computer to turn off this device to save power".

Intel(R) 22574L Gigabit Metwork Connection Properties X
General Advanced Driver  Detailz:  Ewents Fower Management
[a] Intel[R] 82574L Gigabit Metwork, Connection
e

[ ] &llows the computer to turn off thiz device to zave power

Allow thiz device b wake the compker

Only allove a magic packet to wake the computer

Figure 5-58 Properties of network adapter

j Tips:

By following steps, you can also open the setting interface of network adapter properties:
(The interfaces opened in the two ways may not be exactly the same, please refer to the
actual interface.)

1. Right-click on the "Computer" icon on the desktop and select "Manage" in the
right-click menu.

2. Inthe "Computer Management” window, select "Device Manager" from the left
tree-list under "Computer Management/System Tools".

3. Select a network adapter from the list of hardware devices on the right-hand side, and
select "Properties” in the right-click menu.
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4. Save the changes of settings.
5. Repeat the steps above to change the corresponding properties of each network

adapter.

5.10.4 Disable IPv6

1. Select [Control Panel\Network and Internet\Network and Sharing Center\Change adapter
settings] to open the setting interface of network connection, as shown in Figure 5-56.

2. Right click a adapter and select "Property" in the right-click menu to open the property
interface of network connection, as shown in Figure 5-59, unselect the item "Internet
Protocol Version 6 (TCP/IPv6)".

4 Ethernet0 Properties ot

MNetworking

Connect using:

I? Intel(R) 825741 Gigabit Metwork Connection

This connection uses the following tems:

IECIivant for Microsoft Metworks A
IE" File and Printer Sharing for Microsoft Networks

43 QoS Packet Scheduler

4 Intemet Protocol Version 4 (TCP/IPv4)

4 Microsoft Network Adapter Multiplexor Protocol

4 Microsoft LLDP Protocol Driver

'8 Intemet Protocol Version & (TCP/1PvE) W

>

A OROEEKRE

Install.. Uninstall Properties

Description

TCP/IP version &. The latest version of the intemet protocal
that provides communication across diverse interconnected
networks.

QK Cancel

Figure 5-59 Network connection properties

3. Click OK to save the setting.

4. Repeat the steps above to change the property of each adapter.
5.11 Startup and Recovery Settings
In order to save full information about abnormal situation immediately when the Windows
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operating system appears blue screen in the application process, write debugging information
mode of Startup and Recovery setting should be selected as “Kernel memory dump” in the
settings of System Properties. The detailed operating steps are shown below:

1) Open “Run” interface by shortcut key “Windows + R”, then type command
“systempropertiesadvanced.exe” to pop up “User Properties” dialog box and switch to
the tab Advanced, as shown in Figure 5-60.

Systemn Properties >

Computer Name  Hardware Advanced  System Protection  Femote

You must be logged on as an Administrator to make mast of these changes.

Pefomance

Visual effects, processor scheduling, memany usage, and virtual memony

User Profiles
Desktop settings related to your signdn

Settings...

Startup and Recovery
System startup, system failure, and debugging information

Settings...

Environmert Variables...

QK Cancel Apphy

Figure 5-60 Advanced system property settings

2) Click the button “Settings” in “Startup and Recovery” window to pop up the interface as
shown in Figure 5-61, then select “Kernel memory dump” from the drop-down list of
“Write debugging information” window below “System failure”.
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3)

Startup and Recovery >

System startup

Default operating system:
Windows 10 e
Time to display list of operating systems: 30 5| seconds

[ ] Time to display recovery options when needed: 30 = | seconds

System failure
Write an event to the system log
Automatically restart

Write debugaging information
Kernel memary dump W

Dump file:
| %uSystemPloatSe MEMORY .DMP

Owverwrite any existing file
[ ] Disable automatic deletion of memory dumps when disk space is low

Cancel

Figure 5-61 Setting interface of Startup and Recovery
After setting, click “OK”.
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Section 6 System Purification

Remove MSN, Media Player, game programs and additional programs generated during the
installation.

Click “Programs” in the “Control Panel” interface, then select “Turn Windows features on or off” in
“Programs and Features” to pop up “Windows Features” dialog box, as shown below. Just select
“Internet Printing Client”, not the others.

[l windous Features = O ot

Turn Windows features on or off L 2]

To turn a feature on, select its check box. To turn a feature off. clear its check
box. A filled box means that only part of the feature is turmed on.

5[] Hyper-¥ ~
(] Internet Explorer 11
Internet Information Services
Internet Information Services Hostable Web Core
Isolated User Mode
Legacy Components
Media Featuras
Microsoft Message Queue (MEMQ) Server
Microsaft Print ta PDF
MultiPoint Conneckor
Print and Document Services
Internet Printing Client
[1' LPD Pnnt Service v

Cancel

Ooodfd

OO0

Figure 6-1 System purification settings

Click “OK” to delete corresponding programs, then reboot computer according prompt information.
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Section 7 Checklist

After Windows 10 has been installed completely, you can check each of the proprieties settings
according to the items in the following table.

Setting items

Setting result

Notes

Driver Programs

Main broad driver and integrated
components drivers

Drivers for other components

All of them has been installed

Enable administrator account

User Accounts Disable built-in users and delete other users except Administrator -
Set automatic logon -
Theme setting Default theme Windows -
Customize desktop This PC, Network and Recycle Bin -
Screen saver setting None -
Power plan High performance -
Povyer Options — Advanced High performance )
settings
Turn off the display Never -
Skip this item if
Put the computer to sleep Never there is no such
setting.
Sleep after Never -
Allow hybrid sleep Off -
) Hibernate after Never -
Display -
Properties Screen: When plugged in, turn off Never )
after
. . Skip this item if
Sleep: When plugged in, PC Never there is no such
goes to sleep after .
setting.
19” monitor: 1280 * 1024 pixels
(recommended)
20” monitor: 1600 * 1200 pixels
Screen resolution (recommended) -
22” widescreen monitor: 1920 *
1080 pixels (recommended)
24” widescreen monitor: 1920 *
1080 pixels (recommended)
ClearType Text Tuner Turn off ClearType -
Turn off Aero Shake window
L Turn off -
minimizing mouse gesture
Turn off
StickyKeys and Keyboard Shortcut Turn off -
ToggleKeys
Turn off Hot Skip this item if
Keys of Rotating | Keyboard Shortcut Turn off there is no such
Screen setting.
Lock the taskbar and Keep the
Taskb d
S?asrt ,\3223 taskbar buttons: On
Properties Taskbar settings Automatically hide the taskbar: Off | -
Setting Taskbar location on screen: Bottom

Combine taskbar buttons: Never
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Setting items Setting result Notes
Notification area icons Action center: Off -
Time Short time: HH:mm )
) . Long time: HH:mm:ss
Time Settings
Data Short data: M/d/yyyy )
Long data: dddd, MMMM dd, yyyy
Security and Maintenance Tur.n off security messages and )
maintenance messages
User accounts control Never notify -
User Account Control: Run all
administrators in Admin Approval | Disabled -
Mode
Windows Defender Firewall Turn off -
Wlnd_ows defender firewall Disabled )
Service
System restore Turn off system protection -
System and Visual effects Adjust for best performance -
Security Set sizes of Initial size and
Virtual memor Maximum size both as 3000MB )
y (4000MB when the RAM is larger
than 2GB)
Auto-update Never check for updates -
Microsoft Defender Antivirus Close Microsoft Defender Antivirus: |
Enabled
Turn off auto-play Enabled -
"Audit PNP Activity", "Audit Process
Creation", "Audit Process
. . . . Termination", and "Audit RPC
Security Audit Policy Settings Events": enable these -
subcategories and set their audit
events as "Success" and "Failure"
Windows Update -
Internet Connection Sharing -
Service Windows Backup Disabled -
Windows Time -
Touch Keyboard and Handwriting )
Panel Service
Flow Control Disabled -
Rename: Information Network Fit for VisualField
IP: 172.30.X.Y software packets
Ethernet 3 i
Rename: Operation Network ;Icti\];g;Trol-Pro
IP: 128.128.5.X
software packets
Network Rename: Network A Fit for VisualField
Properties i t IP: 172.20.X.Y software packets
; erne i
Setting Rename: Network A ;Icti\t(;;Trol-Pro
IP: 128.128.1.X
software packets
Rename: Network B Fit for VisualField
IP: 172.21.X.Y software packets
Ethernet 2 Fit for

Rename: Network B
IP: 128.128.2.X

AdvanTrol-Pro
software packets
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Setting items

Setting result

Notes

Turn on “Network discovery”, “File

Network and printer sharing” and “Public
Properties Advanced Sharing Settings fold P haring”. d 9 lect “U -
Settings older sharing”, dese ect “Use
Sharing Wizard (Recommended)”

Power Management Unselect "Allow the computer to )
Network Adapter 9 turn off this device to save power"
Property Network Propert Unselect "Internet Protocol Version |

perty 6 (TCP/IPv6)"

Startup and Write debugging information Select “Kernel memory dump” -
Recovery

Remove game programs, image processing programs, network
System : . s .
Purification connection wizard and additional programs generated during the -

installation. Just select “Internet Printing Client”
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Section 8 Revision

Table 8-1 Retrofit list of the version

Document Version Applicable Product Version Remarks

V1.0 (20230626) Windows 10 Enterprise LTSC 2021 | The first version.
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